dll Tilastokeskus
" Statistikcentralen

Research services

MUISTIO 1(31)

Last updated 4 April 2014

Rules and instructions of researcher services

Contents

Contact information

Research services:
Employee on duty
Tuukka Saranpaa
Satu Nurmi
Marianne Johnson

Microsimulation
Antti Liski

Anne Peralahti
Miska Simanainen

1. Introduction

2. Confidentiality

TOC

tel. +358 9 1734 2758
tel. +358 9 1734 3471
tel. +358 9 1734 2926
tel. +358 9 1734 3777

tutkijapalvelut@stat.fi

tel. +358 9 1734 3302
tel. +358 9 1734 2783
tel. +358 9 1734 2475

mikrosimulointi@stat.fi

Statistics Finland's researcher services offer unit-level data for scientific studies and
statistical surveys. The data can be used through Statistics Finland's remote access
service and in the Research Laboratory or outside Statistics Finland as sample data.
By signing a research project-specific agreement or an agreement on the use of the
SISU microsimulation model, the researcher commits to follow the rules and in-
structions of the researcher services. The rules and instructions that relate to confi-
dentiality, data protection, publishing of results and ending of the project apply to
the research use of all unit-level data. There are separate rules for remote access use
and Research Laboratory use of data, see Sections 3 and 4. The screening process
of research results is applied both to remote access use and use in the Research La-
boratory, see Section 5. The practices for remote access use of researcher services
also apply to remote use of the SISU microsimulation model. As an exception, dif-
ferent practices are applied to the screening of research results in microsimulation.

The use of unit-level data is subject to a user licence. Only the person who has been
granted a user licence is permitted to use the data and the data can only be used for
the purpose accepted in the decision. No efforts must be made to identify the targets
of the data from the material. By signing the agreement applying to the research
project or the use of the SISU microsimulation model and the pledge of secrecy, the
researcher pledges not to disclose to anyone or use for their own or private benefit
the data they have been authorised to use and are prescribed as confidential by law
(unit-level personal and business data included in the research data). The obligation
to maintain secrecy also concerns computer software used in statistics production
and information concerning such software, the disclosure of which compromises
statistical confidentiality (Statistics Act 280/2004: Section 24). The obligation to
secrecy shall remain in force even after the expiry of the agreement.
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3. Rules of the remote access system

3.1 Logging in to the system

Remote desktop use from the researcher's workstation to Statistics Finland's server
is opened through an online service (Appendix B). The user logs in to the online
service with a personal user ID and password that are to be stored carefully. In par-
ticular, the user IDs and passwords should be stored separately.

In addition, the user is identified by a text message code. The system sends a so-
called flash message to the user's mobile phone number. The phones and SIM cards
related to this number should also be stored carefully.

Remote access use must take place from the premises of the customer that has
signed the user licence. Remote access can only be made from the IP address speci-
fied by the customer. Statistics Finland checks that they are in compliance with the
terms of use.

The remote use workstation's data security updates, as well as the virus and firewall
protection, must be up-to-date.

3.2 Using the system

3.3 Resources

A work folder is reserved for research projects where the project material is stored.
Reading rights to the data folders are granted in accordance with the project-
specific or SISU model user licence. In the SISU model, each user is reserved their
own work folder to which the user can grant rights to other users of the model. The
users of the microsimulation model can also share files in the remote access use en-
vironment with other users through a joint forum folder.

The system shall only be used for the purpose mentioned in the user licence and its
functionality shall not be hindered in any way. Log data are collected on the use of
the system for billing, and for the maintenance and control of the system*. The use
of the system is billed in accordance with the price list of researcher services.

The remote access is only intended to be used by the researcher named by the cus-
tomer. Therefore, the remote workstation must be locked when it is left unattended.
The user must log out from the system when he/she no longer works with the re-
mote access.

The data must be handled so that confidential data do not fall into the hands of out-
siders. Protection can be improved, for example, by adapting work premises and
protection of the screen. Data subject to user licence shall not in any way be re-
vealed to a person that does not have a user licence to the data.

Software files and files containing results can only be sent by email via Statistics
Finland's personnel from tutkijapalvelut@stat.fi. Research results are screened to
ensure data protection (see Section 5).

Each research project is reserved 20 GB in disk space. SISU microsimulation mod-
el users are also reserved 20 GB disk space per user. If the project or the user of the

! Register description TK-00-473-08
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SISU model requires more disk space it is charged separately. The calculation and
software resources available in the system are limited and their availability depends
on the number of logged in users. Saving of overlapping datasets or intermediate
files is not recommended. Simultaneous heavy runs should be avoided. Individual
calculation and software resources can be offered to an individual customer or pro-
ject in accordance with a separate agreement.

Statistics Finland bears the responsibility for the maintenance of the remote access
system during office hours. Problems can be reported by email to tutkijapalve-
lut@stat.fi or by calling researcher services +358 9 1734 2758. In problem situa-
tions, the contact person is the customer's contact person that signed the remote ac-
cess use agreement. Statistics Finland is not responsible for the user support of
software.

Statistics Finland has the right to shut down the system for maintenance reasons.
Interruptions caused by maintenance are communicated in the information notifica-
tions on the start page of the remote use service and by sending an email to the con-
tact persons of the organisations.

4. Rules of the Research Laboratory

4.1 Use of the identity card and electronic access key

Researchers that work in the Research Laboratory are issued an identity card with a
photograph which must always be worn when on the premises of Statistics Finland.
Researchers must contact a member of the personnel of Statistics Finland if the card
has been mislaid or forgotten.

Unless otherwise agreed, researchers may only work in the Research Laboratory
during normal office hours between 8 am and 4.15 pm.

Researchers are issued an electronic access key for moving about the premises of
Statistics Finland. On arrival at Statistics Finland, researchers must sign in by
pressing the “sisdén” (in) button and on leaving the premises sign out by pressing
the “ulos* (out) button on the time clock. Respectively, when leaving for lunch, re-
searchers should press the “ulos” (out) button and on returning from lunch the
“sisddn” (in) button. Forgotten sign ins and outs are reported by email to tutkija-
palvelut@stat.fi.

4.2 Working in the Research Laboratory

Researchers have a limited amount of disk space at their disposal on network drive
H. Continuous storing of large files or datasets should be avoided. Saving of over-
lapping datasets or intermediate files is not recommended. Exceeding the allocated
disk space may create additional costs, which researchers will be charged for ac-
cording to the price list of the Information Technology Department. Files may not
be saved on the hard disk of the workstation where they could be accessed by other
researchers. Back-up copies may neither be taken of the hard disk.
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The Internet can be browsed with the customer terminals of the Library of Statis-
tics. Research Laboratory computers may not be used for sending or receiving
email.

Own data storing devices may not be brought to the Research Laboratory. Data
storing devices may also not be taken out of the Research Laboratory without per-
mission.

The workstation must be locked whenever it is left temporarily, and switched off at
the end of the day. In exceptional cases and based on separate agreement, runs can
be left open on the workstation. Reservations for a researcher space can be made by
telephone (+358 9 1734 3493 and 2926) or email (tutkijapalvelut@stat.fi). The re-
searcher space is invoiced in accordance with the price list of researcher services.

Software files and files containing results can only be sent by email via the re-
searcher services' personnel from tutkijapalvelut@stat.fi. Research results are
screened to ensure data protection (see Section 5).

5. Data protection and screening process of print-outs

According to the obligation to maintain secrecy, the researcher must ensure that the
research results contain no unit-level data or possibility of their disclosure. Re-
searcher services applies a screening process of research results, which ensures the
implementation of data protection in the print-outs produced by the researcher from
the data. The researcher shall ensure that the print-outs sent to screening meet the
data protection provisions listed in Section 5.1. The print-outs must be clearly in-
terpretable. In tables, the number of observations in cells must be visible, as well as
the number of observations used in calculating estimates and parameters. If neces-
sary, Statistics Finland's personnel can provide additional information concerning
data protection.

5.1. Data protection provisions for print-outs

The following is a more detailed description of the data protection provisions for
different print-outs.

Frequency and magnitude tables

Print-outs published by the researcher must follow Statistics Finland's policies for
protection of tabular data in terms of data protection (Appendix A). The principle
rule in the protection of enterprise data is that each cell or group must contain at
least three (unweighted) observations. As an exception, the threshold for
GVClinternational sourcing questionnaire data is five observations. In addition, the
dominance rule? (1.75) is applied to certain data. When protecting establishment-
specific data, enterprise level protection must also be ensured, so each cell must
contain establishments of at least three different enterprises. Likewise, group level
protection must be considered in enterprise data that contain data on group relation-
ships. A cell-specific threshold value of three is applied to protecting personal data
and special attention is paid to the delicacy of variables to be tabulated. In com-
bined employer-employee data, both personal and enterprise levels must be protect-

2 Information about the dominance rule can be found in Section 3 Concepts and methods connected to
the statistical disclosure control of tabulated data of Appendix A.
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ed, so each cell must contain employees from at least three different enterprises.
The same protection practices are applied to own-account worker data in tabulated
business statistics as to other business data.

Different distribution parameters

A maximum and minimum are usually linked to one observation. If this observation
can be identified, the maximum or minimum cannot be published.

Distribution parameters (excl. minimum and maximum) form an exception of tables
where the number of observations left in between the distribution parameters corre-
spond with the cell frequencies. If these numbers exceed the threshold value three,
the distribution parameters can be published.

A mode can be published if (nearly) all observations do not get the same value.

The average, other ratios and the highest sub-items of distribution parameters (e.g.
variation) can be published if at least three observations have been used in their
calculation.

Other numerical print-out types

Images

Index point figures, correlation multipliers and test aggregates (t, F, X2, etc.) can
usually be published if enough observations (at least ten) have been used in the cal-
culations.

The regression model can be published in whole if the model is based on enough
observations and the model does not depict a time series based on observations of
one enterprise/person. Individual multipliers of the model can usually always be
published.

Like numerical print-outs, images cannot reveal data of a single observation unit.
Images drawn based on the data are permitted if a single image point cannot reveal
the underlying individual observation.

Images are taken to screening like tables, documented clearly and precisely. Image
formats that are suitable for screening include:

Bitmap formats
PNG (Portable Networks Graphics)
BMP (Bitmap)
JPEG (Joint Photographic Experts Group)
TIFF (Tagged Image File Format)

Vector formats
EPS (Encapsulated PostScript)
PS (PostScript)
PDF (Portable Document Format)
SVG (Scalable Vector Graphics)
WMF/EMF (Windows Metafile)

In Stata software, above-described image formats can be created with the graph ex-
port command. In SPSS software, the image format can be selected in the Export
output function. In R software, information about the drawing function is available
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with the help command (grDevices). Certain image types, like Stata's gph files,
save as a rule the material used for drawing the image, which means that they are
not necessarily suitable for transfer.

It is more difficult to identify the data of individual observational units if the image
has been drawn based on sample data. Many business data are, however, total data,
so the data of an individual enterprise can be identified from the images more easily
with, for example, outlying values. Even if the data are not total data of all Finnish
enterprises they may be total data in terms of a less exhaustive sub-population, like
a particular industry.

Bar charts and other images used to present classified data are typically accepted
for publication as long as each category has enough observations. These types of
data can usually also be presented in table format and Statistics Finland's policies
for protection of tabular data (Appendix A) can be directly applied to these.

Sometimes distribution charts contain deviating observations or outliers that could
reveal the observation unit's data. Distributions, histograms or cumulative distribu-
tion functions that have been adjusted or are presented at a sufficiently crude scale
are allowed. The software's drawing functions often automatically mark deviating
observations in, for example, box plots, and these should usually be removed from
published images.

Distribution charts are typically used to show the values of two continuous varia-
bles, which means that they are trickier in terms of data protection than the indica-
tors described above. For distribution charts, special attention should be paid to the
nature of the data, for example, the size of the sample in relation to the sensitivity
of the data and occurrence of deviating observations.

Clearly forbidden images include images that present the values of deviating obser-
vation units or distribution charts from which one can deduce, for example, the data
of the largest enterprise in the sector.

5.2 Screening process of research results in practice

Different screening processes are applied to remote use of researcher services and
remote use of the microsimulation model. Research results produced in remote ac-
cess and Research Laboratory use are screened before the data are released, and
you cannot transfer files to your own workstation from the remote access environ-
ment, the data transfer can be made upon separate request by email. In the SISU
microsimulation, the user transfers files containing research results directly to
his/her own workstation without any pre-screening.

Screening process in research projects

Research results generated in remote access and Research Laboratory use are
screened to ensure data protection. All files taken to screening must meet the same
criteria as tables and images intended for publication. For example in log files, only
necessary sections and sections intended for publication should be sent to screen-
ing. The files are transferred to screening by copying them to the screening
folder (...\out) and sending a screening request to the email address tutkijapalve-
lut@stat.fi. The number and size of files containing results must be kept reasonable
(max. size 2Mb).
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After the data protection screening, the results are sent to the researcher's email ad-
dress. One to two working days should be reserved for the screening.

Screening process in microsimulation

In the microsimulation remote access environment, research results can be pub-
lished without pre-screening. Thus the researcher can transfer files containing re-
search results from the remote access environment to his/her own workstation.

Every user has his/her own personal Mail email folder in the remote access envi-
ronment through which files can be transferred to the user's own workstation. The
transfers takes place by copying the desired files (from the User, Forum or Admin
folders) to the user's personal Mail folder. After about two minutes of the copying
the file is automatically transferred both to the user's personal and Statistics Fin-
land's microsimulation (mikrosimulointi@stat.fi) email. A separate email message
is sent on every file copied to the Mail folder with the file copied to the folder at-
tached to the message. The email shows the name of the transferred file and the
sending date. The size of the attached file can at most be 1 megabyte (Mb).

Statistics Finland checks the transferred files from the microsimulation email af-
terwards. The researcher is obliged to follow the instructions and rules applying to
the remote access system of researcher services when it comes to transferable data.
These include protection of research results, limitations related to file sizes, etc. in-
terpretability of data and publication of results (Section 6). In particular, special at-
tention should be paid to the data transferred in the microsimulation environment
not, even by mistake, containing unit-level data or any possibility for such data to
be revealed.

6. Publication of results

Researchers pledge to publish their research results only in a form in which no in-
dividual enterprise’s or person’s data can be identified. In order to ensure this, the
research reports and publications can be demanded for screening before the results
are published. Researchers should note that adequate time (one to two weeks) must
be allowed for the screening of data protection. You should agree on screening of
research results in advance with the personnel of the researcher services.

When the results are published, Statistics Finland must be quoted as the source.

7. When the project ends

The material generated in remote access use and Research Laboratory projects are
removed when the user licence of the project or the SISU model expires unless a
separate agreement has been made on storing the material. The data released out-
side Statistics Finland must be returned/destroyed once the permission on their use
has expired. All copies taken and intermediate files formed of the data must also be
destroyed. Statistics Finland must be notified about their destruction.
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If the researcher or customer breaches the agreements or instructions on remote ac-
cess use, the remote access connection is shut down. The connection is reopened if
the customer presents an acceptable written justification for the reason of the
breach and the actions taken to prevent any future breach.

The sanctions for breaching the obligation of secrecy are set out in Chapter 38, Sec-
tion 1 and 2 of the Penal Code. The obligation of secrecy also applies to research-
ers. The punishment is a fine or imprisonment for at most one year.

APPENDIX A: Guidelines on the protection of tabulated data formed from research
data

APPENDIX B: Instructions for the remote access system
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Appendix A: Guidelines on the protection of tabulated data formed from
research data

1. Purpose of the guidelines

These guidelines were compiled based on Statistics Finland's own guidelines on the
protection of tabulated business and personal data (TK-00-270-13 and TK-00-271-
13). By means of these guidelines, Statistics Finland seeks to promote responsible
ways to operate in data protection issues and to ease the application of the acts and
principles in the publication of statistical tables produced from research data.

All researchers using Statistics Finland's research data and publishing tabulated
business or personal data should familiarise themselves with these guidelines and
the underlying acts and principles of statistical ethics.

2. Application of the rules

In the Statistics Act (280/2004), provisions are given in Section 13 concerning the
release of data collected by Statistics Finland for research purposes. The following
is stated in the preamble of that Section®:

"When releasing data, the protection of data concerning personal data and business
or professional secrets must be ensured case-specifically by practical measures,
such as by requiring sufficient data protection measures and by attending to the
provision of required data supervision and monitoring concerning the use of data. —
— Because the end results of scientific research are usually public, it should always
be separately made sure in connection with their publication that it would not be
possible to identify the individual statistical units on which the research is based
from the public end result of the research."

Based on the above, it is necessary to attend to the protection of data suppliers' pri-
vacy and business and professional secrecy in the end results of those scientific
surveys where data released by Statistics Finland have been used. Researchers must
take into consideration these protection guidelines when planning and compiling
tabulated publications on their research results. In its part, Statistics Finland sees to
the implementation of data protection in them through its review process.

3. Concepts and methods connected to the data protection of table data

Table data refer to statistics where unit-level data have been aggregated and ar-
ranged in table format. The statistical unit of tabulated personal statistics is such as
a private individual, family, household or household-dwelling unit. The statistical
unit of tabulated business statistics is such as an enterprise, establishment or group.
The same protection practices are applied to own-account worker data in tabulated
business statistics as to other business data.

Table data can be either

3 Government proposal to Parliament for the acts amending the Statistics Act and Sections 2 and 3 of
the Act on rural industry statistics (HE 154/2012).
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A frequency table where the cell values are the numbers of statistical
units belonging to the cell, or

A magnitude table, where the cell values are sums, averages or other cor-
responding key figures of some variable to be tabulated (e.g. turnover),
or

Combinations of the above where both cell frequencies and magnitude data are
visible.

Magnitude tables are clearly more common in presenting business data, while per-
sonal data are more often given as frequency tables.

Tabulated data are subject to a disclosure risk if there is a risk of disclosure for
some statistical unit in the table. Sensitivity rules are used in defining cell-specific
disclosure risk. The most common sensitivity rules are:

The threshold value rule, by which a cell is sensitive if it contains fewer
statistical units than the predetermined threshold value.

The dominance rule, i.e. the (n,k) rule, according to which a cell is sensi-
tive if its n largest units contribute more than k% to the cell total. When
using the dominance rule, parameters n and k must be defined numerically to
ensure equal treatment of the enterprises the statistics concern.

The p% rule, by which a cell is sensitive if the estimate for the value of
the biggest statistical unit calculated based on the total cell value differs
at most by p per cent from the correct value.

More than one sensitivity rule can also be used side by side. Then a cell is sensitive
if it is sensitive according to at least one sensitivity rule.

Suppression or changing the classification is generally used as the protection
method for tables.

Suppression includes primary suppression of cells with a risk of disclosure and
secondary suppression. Secondary suppression ensures that the values of pri-
marily suppressed cells cannot be disclosed by means of table row or column
totals.

Suppression can also be made specifically for each cell. If only a small number
of statistical units belong to a particular row total of the table (fewer than the
used threshold value), the row is suppressed in total without regard to the
number of statistical units in its different cells.

By changing the classification, the cells with a risk of disclosure are removed
from the table by combining the categories contained in them to other catego-
ries in the table. In practice, changing the classification usually means that the
whole classification becomes less detailed.

Changing the values of cells with a disclosure risk can also be used as a protection
method for tables. Such methods are rounding and replacing the original cell value
with an approximate random number.

4. Recommendations on the protection of tabulated personal data

The disclosure risk of persons, individual families or household-dwelling units in-
cluded in table data must always be assessed when planning tables and before pub-
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lishing data. Data protection measures should be directed so that the disclosure risk
is sufficiently small but without unnecessarily losing information from the data as a
result of protection. Account should primarily be taken of the right of the statistical
unit to data protection, but at the same time, remembering that society and people
have a right to reliable statistical data needed for social decision-making and plan-
ning.

4.1 Assessment of the disclosure risk relating to a table

The disclosure risk relating to a table specifies the necessity for data protection
measures. When defining the disclosure risk, the following are considered:

e Variables containing sensitive data in the table,

Small cell and category frequencies (threshold value rule),

Size of the population,

Number of variables, and

Size and location accuracy of the statistical area.

When assessing the protection need of data, it may also be important whether the
table values are relative or absolute, whether the data concern one year or whether
they are sums or averages of several years, and whether the population used in
compilation of statistics is a certain special population group (e.g. foreigners, of-
fenders, police, unemployed or high-income earners).

When assessing the disclosure risk, particular attention should be paid to sensitive
data, which, according to the Personal Data Act, are sensitive data* describing a
person's:
¢ Race or ethnic origin;
e The social, political or religious affiliation or trade-union membership of
a person;
¢ Acriminal act, punishment or other criminal sanction;
e The state of health, illness or handicap of a person or the treatment or
other comparable measures directed at the person;
e The sexual preferences or sex life of a person; or
e The social welfare needs of a person or the benefits, support or other so-
cial welfare assistance received by the person;

and other sensitive data such as:
e Cause of death;
e Language, nationality, origin or country of birth;
e Income, debts and wealth, and
¢ Main type of activity, occupational status, rare occupation or other varia-
ble describing socio-economic group.

If a disclosure risk exists, the personal data in the table must be sufficiently protect-
ed.

4.2 Protection recommendations

The disclosure risk directed to the table always concerns certain cells. By defining
these cells and the categories including them and by protecting them with a suitable

4 Personal Data Act (523/1999), Section 11
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protection method, the disclosure risk of the table can be lowered to an acceptable
level.

Cells containing a disclosure risk, or so-called sensitive cells in the table are deter-
mined with the help of the threshold value. In more exact determination of the
threshold value, account should be taken of the same matters as when assessing the
disclosure risk. In row-specific application, the recommended threshold value is at
least ten statistical units and in cell-specific application, at least three statistical
units.

The protection of cells (and at the same time the table) can be made by changing
the structure of the table, by suppressing individual cell values or whole rows, or by
changing cell values by rounding, for instance.

If the table has many sensitive cells or the sensitive cells are centred in a few cate-
gories, the protection should be made by changing the structure of the table. The
structure of the table can be changed by revising the classifications of variables or
by controlling the number of variables.

The number of table variables must be the lower the smaller area the statistics con-
cern. In small area statistics, it is advisable to avoid cross-tabulation of several vari-
ables and rather publish direct distributions.

If the table has only a few sensitive cells, protection by suppression is recommend-
ed. Suppression can be done either cell-specifically or row-specifically, i.e. by sup-
pressing all the cells of the row.

Complementary recommendations

Multidimensional tables. If a table containing personal data has three or more var-
iables, of which at least one variable is sensitive or the area level is smaller than re-
gion, the disclosure risk is very probable.

Size of the statistical area. In statistics concerning bigger areas, such as statis-
tics on regions or major regions, data protection measures need hardly ever be tak-
en. In these tables, the population and classifications should also be selected so that
the table will not unnecessarily have small cell frequencies.

When the size of the statistical area gets smaller, the number of units to be included
in the statistics also decreases. Municipality-based statistics can also include a dis-
closure risk when the population of the area is small. In statistics on areas smaller
than municipalities, the disclosure risk is always possible.

Sample statistics. Sampling has an effect on the disclosure risk. The risk is big-
ger if statistical data are produced using the whole population as data than if esti-
mates concerning the whole population are produced from the sample data by
means of design weights. However, the disclosure risk of personal tables formed
from sample data should also be assessed. To ensure the quality of data protection
and estimates, the threshold value should be used in sample-based statistics in de-
fining the sensitivity of cells. The threshold value can be smaller, however, than
used in corresponding statistics based on data of the whole population.

Case as the statistical unit. When compiling statistics on cases (e.g. criminal
cases, traffic accidents) it is not necessarily a question of personal statistics. The
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protection recommendations of personal statistics should, however, be applied to
case statistics if an individual person can be identified from the statistics or charac-
teristics of that person can be disclosed.

5. Recommendations on the protection of tabulated business data

Protection of tabulated business statistics can be made in different ways depending
on various factors connected to the compilation of statistics. The following presents
a three-step hierarchy for business data protection, to which all implementation
modes of data protection can be grouped:

1. In situations where accurate disclosure is a sensitive matter, the use of the
threshold value rule is sufficient. The threshold value rule is the default rule.
The threshold value always has to be at least three.

2. When approximate disclosure of business data is a sensitive matter, the domi-
nance rule or the p% rule must be used as the sensitivity rule. However, using
the dominance rule or the p% rule must be restricted to recent statistical data
and the threshold value rule must always be used alongside them. Data are re-
cent as long as their disclosure has an impact on the market situation or the ac-
tivity of an individual enterprise. The time limit for the recentness of data and
use of the dominance rule is 15 months from the reference time. The threshold
value rule must be used for older data than these.

3. If protection can be made by suppressing the identity and number of data
suppliers, this is recommended. Examples of this are estimates calculated from
sample data, in connection with which data on the statistical units belonging to
the sample are not published.

A statistical table need not be protected if no disclosure risk is directed to it or the
data contained in it are prescribed by law as public. For example, data describing
the activity of central and local government authorities and production of public
services are mainly public®. Old data of over 25 years concerning enterprises are
public.®

Complementary recommendations

Time dimension. The time dimension must be taken into account when deciding
the protection procedures of business data. The relevance of business data decreas-
es considerably the more time has passed from the reference time of the statistics to
the publication time. Very topical short-term statistics must be protected against
approximate disclosure as well.

Cell frequencies. Without endangering data protection, even small cell frequen-
cies can be published in magnitude tables even if the actual cell value is protected.
On the other hand, suppression of the number of statistical units is a way in appli-
cable circumstances by which the data on the variable to be tabulated can be made
public.

Statistics on establishments. When protecting establishment data, enterprise-
level protection must also be ensured. When defining the disclosure risk of a cell,

5 Statistics Act (280/2004), Section 12

6 Act on the Openness of Government Activities (No 621/1999), Section 31 If it is a question of an in-
dividual own-account worker (personal data), its term of secrecy is 50 years from the death of
that person.
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attention should be paid to both the number of establishments in the cell and the
number of enterprises to which the establishments belong.

Sample-based statistics. Sampling alone is not necessarily a sufficient protec-
tion method, because in sample-based statistics the largest enterprises are usually
included and the biggest interest and disclosure risk specifically concerns large en-
terprises. The disclosure risk of business tables formed from sample data should al-
S0 be evaluated. The estimates and index point figures enabling disclosure must be
protected. An estimate or point figure may enable disclosure if data from only a few
enterprises are used in its calculation. Then the reliability of the estimate also suf-
fers.

Appendix B: Instructions for the remote access system

The document Instructions for the remote access system describes how to log in to
and use Statistics Finland's remote access system for research data. Logging in to
the remote access environment differs from the logging in to a remote workstation
in connection with research projects and microsimulation.

1. Remote use in research projects

1.1 Logging in to the remote access environment

1. Contact Statistics Finland researcher services' Internet page with your In-
ternet Explorer browser (Statistics Finland-> Products and services -> Research
data-> Micro data-> Modes of data delivery )
http://tilastokeskus.fi/tup/mikroaineistot/toimitusmuodot_en.html.

Next, select Logging in to the remote access system
https://tk2.online.stat.fi/ts/en-US/Desktops.aspx.

2. Use the code without the project number, e.g. Online\meikalai.

]E: https:fAk2 online stat fitsien-US/Desktops aspx
R SN A SO RN NS

Yhdistetaan kohteeseen tk2.online. stat.fi,

K&yttajanimi: ‘L € onlineimeikalai v i

‘
Salasana: | sssssonssl

[Jmuista salasana

[ OK ] [ Peruuta
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3. The code received as a flash message to your mobile phone is entered into the
next Passcode window.

= : —=
@ @ |g https://tk2.online.stat.fijsmspasscodelogon/smslogon. aspx?rndpar=16219 V.I Q “ @‘

Tiedosto  Muokkaa Maytd  Suosikit  Tyékalut  Ohje

| @ 5M1s PASSCODE® Logon | | f

Authentication powered by SMS PASSCODE®

Enter PASSCODE: | ssssse I Log In ] Cancel

Status: Sent - Remaining: 0:01:47

4. During the first log in, an ActiveX question will be asked. You can accept add-
ons for the browser by clicking the icon at the bottom bar. You can also access
browser settings from Tools - Internet options - Programs - Managing add-ons.
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/215 Web Access - Windows Internet Explorer 1ol x|
@\’\; @ Ig https:/ftkz.online.stat.fiftsfen-US{Default. aspx jtéj E ‘7 X I | Bing D '
@& 15 Web Access | l 73 v B) v ) o v Page~ Safetyv Tooks~ @@~ 7

-

RemoteApp Programs | Remote Desktop

ActiveX control not installed or not enabled

The Terminal Services ActiveX Client control is not available. Before you can access remote programs and connect to remote desktops t
must install and enable this ActiveX ceontrol.

(]

If your computer does not have the correct version of the Terminal Services ActiveX Client contrel, you must download and install an uj
this update and to download the installation package, visit this website,

If you have already installed the correct update package, you must enable the ActiveX centrol. To de this, fellow your browser's instruct
run ActiveX controls, When you enable the ActiveX control, you may see a security warning. Before you centinue, make sure that the pu
Microsoft Corperation.

After vou install the package or enable the ActiveX control, vou must refresh this Web page.

v
< | »

[ gl [ [ [@mtermet |4 ~ [Ri00% -

i) Add-on Disabled @
This webpage is requesting an add-on

that is disabled. To enable the add-on
click here.

5. During the first log in accept the Microsoft RDP Client Control (or Microsoft Terminal Services
Client Control) settings shown below.

Click Show in the left hand bar and select All add-ons. Click on both rows one at a time with the
right mouse button and select Enable.

If the above-mentioned rows are not visible in the Add-ons window

a) Start the IE browser with administrator rights and accept the RDP Client Control settings

b) Another option is to reset the settings of the IE browser. Before you do this, you should
backup your favourites, etc. into a file (File— Import and Export — Export to a file ...
http://windows.microsoft.com/en-gb/internet-explorer/add-view-organize-favorites#ie=ie-11 )
Resetting your browser: Tools— Internet options— Advanced- Reset...button (you do not need to
remove your personal settings).


http://windows.microsoft.com/en-GB/windows-vista/Import-or-export-favorites-in-Internet-Explorer
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=lolx|
Lll,ﬂ;‘ lf—;g 4% | Bing ol
f@ v B - = f= - Page~ Safety > Tooks+ @~ 3%

L !
MManage Add-ons

i iew and manage your Internet Explorer add-ons

Marme

J}L’szgsy,fr_i

Add-on Types

@ ©/ Toolbars and Extensions
- Search Providers

[ZAcceleratars

£5 InPrivate Filtering

=

ICurrentIy loaded add-ons

Microsoft Corporation
6.1.7600.16722

Fil !
’— Find more toolbars and extensions...
Learn more about toolbars and extensions

6.

Sl Adobe Systems, Incorporated

Microsoft RDP Client Control (redistributable) - version 7

Type: ActiveX Control
Search for this add-on via default search provider

TiEE x|
l Publisher = | Status I File date \ersion | Load time | -
Microsoft Corporation
Microsoft RDP Client Control ... Microsoft Corporation Enabled 12/22/2010 2:20... 6.1.7600....
Microsoft RDP Client Contral {... Microsoft [:Clr 12{22{2010 S hard B
Windows Live Sign-in Helper Microsoft Cor ==————————————| 2/17/2009 5:11PM 5.0.8186 0.00s
Columns »
F-Secure Corporation Group By »
Sort By »
Browsing Protection Toolbar F-Secure Corl - copy 9/3/2012 3:119PM  1.10.5756.0 0.01s
Browsing Protection Class F-Secure COll  More Information 9/3/2012 2:119PM  1.10.5756.0 0.04s
Adobe PDF Link Helper Adobe Systems, Incor... Enabled 7/31f2012 12:43... 9.5.2.295 0.06s hd|

Enable |
Close |

In the Web Access window click Connect and respond Connect to the prompt.

RemoteApp Programs Remote Desktop

Terminal Services Remote Desktop Web Connection

Connection options

logon.online.stat.fi
sas.online.stat.fi
mikrosim.online.stat.fi

Tutkjapahvelun etakayttojdgestelms iman SAS-ohjelmaz
Tutkjapalvelun etakayttdjidiestelms + SAS-ohjelma
Mikrosimulointi

Connect to: |logon.online.stat.fi

Remote desktop size: | Full screen

[ options >> | [ Connect |

¥ A s

.',’,;,. Tilastokeskus

Enter the name of the remote computer that you want to connect to, specify options, and then click Connect.

£ Etatys
J

Tama etatietokone voi vahingoittaa tietokonettasi, Ala muodosta yhteytts, ellet tieda,
mista t&ma yhteys on peraisin, tai ellet ole kayttanyt sitd aiemmin,

dyhteys

WWW-sivusto yrittad kaynnistaa etayhteyden. Taman
etdyhteyden julkaisijaa ei voida tunnistaa.

4 A Toimitkaja: Tuntematon julkaisija
> Tyyppi: Etatydpoytayhteys
Etétietokone: logon.online. stat.fi

Yhdyskaytavapalvelin: tk2.online.stat.fi

Salli etéyhteydelle seuraavien tietokoneessani olevien resurssien kaytté:
[V]Leikepayta Tulostimet

Maihin asetuksiin tehtavat muutokset koskevat vain tats yhteytta,

vhdists | [ _Peruuta | [ Tiedot << |

1am using a private computer that complies with my organization's security policy. (More information...)

3\

7. Now you will actually log in to the remote workstation using the User ID with
the project number, for example, online\meikalai-a99.
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Anna tunnistetiedot

Maiden tunnistetietojen avulla muodostetaan yhteys
seuraaviin tietokoneisiing

1. tk2.online.stat.fi (paatepalvelujen vhdyskaytavapalvelin)
2. logon.online.stat.fi (etatietokone)

Kayttajanimii [

Salasana: ‘ ssecccces |

[ImMuista salasana

[ OK ][ Peruuta ]

8. The remote desktop will open.

£3 TSPORTAL#45474 - logon.online.stat.fi - EtatySpoyta

=
s

ﬂ% e
.";M,

il 1 1

1.2 Logging in to the remote access environment when using SAS software

1. Contact Statistics Finland researcher services' Internet page with your In-
ternet Explorer browser (Statistics Finland-> Products and services -> Research
data-> Micro data-> Modes of data delivery )
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http://tilastokeskus.fi/tup/mikroaineistot/toimitusmuodot_en.html.
Next, select Logging in to the remote access system
https://tk2.online.stat.fi/ts/en-US/Desktops.aspx.

2. Use the code without the project number, e.g. Online\meikalai.

/~ Windows Internet Explorer

@ @ |§J hitps: itk2 online stat fits/en-USDesktops aspx

Tiedostn  Muokkaa Nayté  Suoslkit  Tydkslut  Ohje ’

’ O Muodostetaan yhteytta... I ‘

Yhdista kohteeseen tk2.online.stat.fi [z|[z|

‘Yhdistetaan kohteeseen tk2,online. stat.fi.

Kayttajanini: € onlinemeikalai M .
Salasana: | essccssss l
[CIruista salasana

L OK J [ Peruuta J

3. The code received as a flash message to your mobile phone is entered into the
next Passcode window.

——— = ——
@ @ |E https:/jtk2.online.stat.fi/smspasscodelogon/smslogon.aspx?rndpar=16219 V.| Q_I L&E‘

Tiedosto  Muokkaa Maytd Suosikit  Tydkalut  Ohje

l & 5M5 PASSCODE® Lagon ' | {

Authentication powered by SMS PASSCODE®

Enter PASSCODE: | sesess | [ togin ] [ cancel |

Status: Sent - Remaining: 0:01:47
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4. During the first log in, an ActiveX guestion will be asked. You can accept add-
ons for the browser by clicking the icon at the bottom bar. You can also access
browser settings from Tools - Internet options - Programs - Managing add-ons.

/ TS Web Access - Windows Internet Explorer = |I'_'|L§J
@‘a'—-\u 4 IQ https: ftkz.online.stat.fiftsfen-US/Default. aspx LIL% I @ [i¥gf] X [ l Bing Pl

@TS Web Access I | ﬁ;} v e | S,-;.) v Page ~ Safety v Tools f@' 2

|

RemoteApp Programs | Remote Desktop

@ ActiveX control not installed or not enabled

-

The Terminal Services ActiveX Client control is not available. Before you can access remote programs and connect to remote desktops t
must install and enable this ActiveX control.

If your computer does not have the correct version of the Terminal Services ActiveX Client contrel, you must downlead and install an uj
this update and to download the installation package, visit this website,

If you have already installed the correct update package, you must enable the ActiveX control. Te de this, follow your browser's instruct
run ActiveX controls, When you enable the ActiveX control, you may see a security warning. Before you continue, make sure that the pu

Micresoft Corporation.
W
| >

After you install the package or enable the ActiveX control, you must refresh this Web page.

[Done

'_[_l—_l_l_[_le Internet |48 » | ®100% - »

1) Add-on Disabled x]

This webpage is requesting an add-on
that is disabled. To enable the add-on
click here.

5. During the first log in accept the Microsoft RDP Client Control (or Microsoft
Terminal Services Client Control) settings shown below.

Click Show in the left hand bar: and select All add-ons. Click on both rows one
at a time with the right mouse button and select Enable.

If the above-mentioned rows are not visible in the Add-ons window

a) Start the IE browser with administrator rights and accept the RDP Client
Control settings

b) Another option is to reset the settings of the IE browser. Before you do
this, you should backup your favourites, etc. into a file (File— Import and
Export — Export to a file ... http://windows.microsoft.com/en-gb/internet-
explorer/add-view-organize-favorites#ie=ie-11)

Resetting your browser: Tools— Internet options— Advanced- Reset...button
(you do not need to remove your personal settings).


http://windows.microsoft.com/en-GB/windows-vista/Import-or-export-favorites-in-Internet-Explorer
http://windows.microsoft.com/en-GB/windows-vista/Import-or-export-favorites-in-Internet-Explorer
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- eb Access - Windows Internet Explorer =
TS Web & Wind: Int: t Expl B a
@—@ 4 I& https:/tkz.online. stat.fifts/en-US{Default . aspx _'_” 5 5= j‘fj‘ X I =) Bing p N

[ v - s - Page v Safety » Tools - @~

Viicros. ..u.?"I

@75 Web Access | I -

M Manage Add-ons

i View and manage your Internet Explorer add-ons

Add-on Type Marne | Publisher < | status | File date | version | Load time 2
Microsoft Corporation
@ @ Toolbars and Extensions L
Microsoft RDP Cllent Control G Mlcrosoft Corporatlon Enabled 12/22{2010 2:20... 6 1.7600..

7 Search Providers

BlAccelerators Windows Live Sign-in Helper  Microsoft Cor 2/17/2009 S:11PM 508186 0005
#5 InPrivate Filtering Columns »
F-Secure Corporation Group By
Sort By >
Browsing Protection Toolbar F-Secure Corl copy 9f3f2012 3:119PM  1.10,5756.0 0.01s
Browsing Protection Class F-Secure Cot|  More Information 9f3/2012 3:119 PM  1.10.5756.0 0.04 s
Show: Adobe Systems, Incorporated
[Currently loaded acic-ons =l adobe POF Link Helper adobe Systems, Incor...  Enabled  7/31/2012 12:43... 9.5.2.295 0.065 =l
Microsoft RDP Client Control (redistributable) - version 7
Microsoft Corporation
Version: 6.1.7600.16722 Type: ActiveX Control |
File date: Search for this add-on via default search provider Enable I
4
[— Find more tuolbars and extensions. .. Close I
| LE3MN Mare about toolbars and extensions ;

6. Inthe Web Access window type sas.online.stat.fi
in the Connect to field.

7. Click Connect and respond Connect to the prompt.
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Terminal Services Remote Desktop Web Connection

Enter the name of the remote computer that you want to connect to, specify options, and then click Connect.

Connection options LR Etdtydpoytayhteys
logon.online.stat.fi i
sas.online.stat.fi @

mikrosim.online.stat.fi

Tutkjapalvelun etdkadyttdjsesteims iman SAS-ohjelmas
Tutkjapalvelun etakdyttdjdfestelmd + SAS-ohjelma RemoteApp-ohjelman julkaisijaa ei tunnisteta.
Mikrosimulointi

Connect to: |

i —————————————————
.’,’,9,. Tilastokeskus

WWW-sivusto prittaa suorittaa RemoteApp-ohjelman. Taman

22(31)
WMICIoSolt:

&3

s.online.stat.fi
—

Tama etayhteys voi vahingoittaa paikalista tietokonettasi tai etatietokonettasi. Ala muodosta

p— vhteytta, ellet tieda, mista tama yhteys on peraisin, tai ellet ole kayttanyt sita aiemmin.
Remote desktop size: | Full screen

!‘\ Julkaisija: Tuntematon julkaisija
[ OnbeRseR ] LCOﬂnect ] 29 Tyyppi: Etatyapoytayhteys
Etatietokone: sas.online. stat.fi

Yhdyskaytavapalvelin: tk2.online.stat. fi

Salli etayhteydelle seuraavien tietokoneessani olevien resurssien kaytta:

Leikepoyta Tulostimet

Naihin asetuksiin tehtavat muutokset koskevat vain tata yhteytta.

4 Tiedot

Yhdista |[ Peruuta J

1am using a private computer that complies with my organization's security policy. (More information...)

8. Now you will actually log in to the remote workstation using the User 1D

with the project number, for example, online\meikalainen-a01.

C, o ! : Microsoft.

RemoteApp Programs Remote Desktop

Terminal Services Remote Desktop Web Connection

Enter the name of the remote computer that you want to connect to, specify options, and then click Connect.

.’,’/,,. Tilastokeskus

Connection options

Anna tunnistetiedot

logon.online.stat.fi Tutkjapalvelun etdkdyttdjdestelma iiman SAS-ohjelmaa
sas.online.stat.fi Tutkjapalvelun etakdyttojajestelms + SAS-ohjelma
mikrosim.online.stat.fi  Mikrosimulointi
Connect to: isas,onhne.stat.ﬁ
Remote desktop size: | Full screen || Maiden tunnistetietojen avulla muodostetaan yhteys
e L — | seuraaviin tietokoneisiin:
1. tk2.online.stat.fi (etatydpaydan yhdyskaytavapalvelind
[ Options >> ] [ Connect ] 2. sas.online.stat.fi (etatietokone)
Kéyttajaninmi: \{2 ONLINE\meikalainen-a01 |
Salasana: ‘ essscces
[Muista salasana
[ OK I [ Peruuta ]
1am using 3 private computer that complies with my organization's security policy. (More information...)

9. The remote desktop will open.
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#% TSPORTAL#45474 - logon.online.stat.fi - Etdtyopoyta

m )

1.3 General working instructions

The remote access system operates on eight Window servers. During in-logging us-
ers are directed to the server that has less loading at the time of logging in. Work is
carried out as on a normal Windows workstation. Projects are nhamed with consecu-
tive numbering starting with the example project a01.

All material is stored in the work directory W:\a01. The directory is backed up once
a day which helps secure the data if the disk server breaks down. The following
disks are visible to the user:

D: Data contains the researcher services' ready-made datasets, reading rights
depend on the user licence.

M: Metadata contains data descriptions.

0O:\a01 Out  directory for transferring results.
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W:\a01 Users work directory.

Burdening the system can disrupt other users' work. The server slows down notice-
ably if the system runs out of memory (due to the use of swap memory). Therefore,
the users should avoid unnecessary memory use.

In problem situations, contact the contact person of your organisation. The contact
persons are responsible for user support for the software. Statistics Finland's sup-
port is only responsible for the functioning of the software and user IDs.

Data and software

Research data are in SAS 7 format (.sas7bdat). The data can be transferred into the
desired format using the Stat/Transfer software. The following software are availa-
ble in the system:

Stata 12 SE (64-bit) and 13 MP (limited number of users)

SPSS Statistics 22 (limited number of users)

RR2.15and R 3.01

SAS 9.3

Stat/Transfer 12

Open Office (word processing and spreadsheet program)

Rstudio

Notepad ++

Statistics Finland does not offer support for the applications in use.
Stata software

Stata 12 and Stata 13 have been installed in the system. The software being 64 bit
means that it can read large amounts of data into memory. However, reserving too
much memory results in the system slowing down, which means that at most 4,000
MB of memory can be reserved for Stata.

Finishing work
Log Off

When you finish your work for the day log off the system. Logging off releases the
system resources.

Select the Logoff icon on the desktop (or in the start menu).
Close the browser window where you see the log in page.
Disconnect

If you take a short break while working, the remote connection can be disconnected
without logging off. You can return to the same session by logging in again. The
connection is closed by closing the remote access window (or from the start menu
by selecting Shut Down and Disconnect). Disconnect leaves the session open,
which means that the resources are not released (software licences and memory re-
served for the user). Thus, you must always remember to log off at the end of the
day.

The remote desktop connection locks if it remains idle for ten minutes. The connec-
tion is closed if it remains idle for 30 minutes. The software are not shut down. By
opening the connection again, work can continue.
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Transferring of results

All research results are transferred out from the system by administrators. Special
consideration shall be applied to sending results to screening. You should avoid
sending results for screening in small batches. The starting fee for the project in-
cludes two screenings (see rules and instructions for researcher services), additional
screenings are charged separately.

Ensure that you follow tabulation rules (see instructions and their appendices).

Document result tabulation carefully in the files to be screened. Every table should
be self-explanatory as in journal articles. The number of observations must be visi-
ble in each group.

Move the files to the folder O:\a01 (example project).

Send the result screening request to tutkijapalvelut@stat.fi (include the serial num-
ber of the project).

The results are sent to the researcher's email address after the screening.

2. Remote access use in microsimulation

1.1 Logging in to the remote access environment

1. Contact Statistics Finland researcher services' Internet page with your In-
ternet Explorer browser (Statistics Finland-> Products and services -> Research
data-> Micro data-> Modes of data delivery )
http://tilastokeskus.fi/tup/mikroaineistot/toimitusmuodot_en.html. Here you
select Log in to the remote access service https://tk2.online.stat.fi/ts/en-
US/Desktops.aspx

2. Use the code without the project code (-ms), e.g. online\meikalai.

Kaytkajanimi;

Salasana:

Yhdistetaan kohteeseen tk2.online. stat.fi,

rﬁ onlineimeikalai v i

[ .........I i

[IMuista salasana

[ OK J [ Peruuta
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3. The code received as a flash message to your mobile phone is entered into the next Passcode win-

dow.

M5 PA ODE® Logon - Windows Internet Explorer
s e
@@ |E https:/jtk2.online.stat.fijsmspasscodelogon/smslogon. aspx?rndpar=16219 V| Q ‘ &‘

Tiedosto  Muokkaa Maytd Suosikit  Tydkalut  Ohje ‘

! (& 5M5 PASSCODE® Lagon \ ] i

gTB|passcode

_—

Authentication powered by SMS PASSCODE®

Enter PASSCODE: | sesess | [ togin ] [ cancel |

Status: Sent - Remaining: 0:01:47

4. During the first log in, an ActiveX question will be asked. You can accept add-ons for the browser
by clicking the icon at the bottom bar. You can also access browser settings from Tools - Internet op-
tions - Programs - Managing add-ons.

/= TS Web Access - Windows Internet Explorer § =|DL>_!‘

%v [&] hetps:i iz onine. stat fiftsjen-Usipefaut.aspx ]| i || B 1141 x| [ bing P
I - - 7 gm v Page~ Safety v Tooks v @~ 2%

-
—

& 15 Web Access

RemoteApp Programs | Remote Desktop

@ ActiveX control not installed or not enabled

The Terminal Services ActiveX Client control is not available. Before you can access remote programs and connect to remote desktops t
must install and enable this ActiveX control.

If your computer does not have the correct version of the Terminal Services ActiveX Client control, you must download and install an uj
this update and to download the installation package, visit this website,

If you have already installed the correct update package, you must enable the ActiveX centrol. Te do this, follow your brewser's instruct
run ActiveX controls. When you enable the ActiveX control, you may see a security warning. Before you continue, make sure that the pu
Microsoft Corperation.

After yvou install the package or enable the ActiveX control, yvou must refresh this Web page.

WS
< | »

[Done [T Igel [ [ [@ mtemet [~ [®i0% -~

1) Add-on Disabled [x]

This webpage is requesting an add-on
that is disabled. To enable the add-on
click here.
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During the first log in accept the Microsoft RDP Client Control (or Microsoft Terminal Services

Click Show in the left hand bar and select All add-ons. Click on both rows one at a time with the

right mouse button and select Enable.

If the above-mentioned rows are not visible in the Add-ons window
a) Start the IE browser with administrator rights and accept the RDP Client Control settings

b) Another option is to reset the settings of the IE browser.

Before you do this, you should back-

up your favourites, etc. into a file (File— Import and Export — Export to a file ...
http://windows.microsoft.com/en-gb/internet-explorer/add-view-organize-favorites#ie=ie-11)
Resetting your browser: Tools— Internet options— Advanced- Reset...button (you do not need to re-

move your personal settings).

@f\ A IQ https:/tkz.online. stat.fiftsfen-US{Default. aspx

=1olx]
Pl

Bl x|]

Bing

»

{érs Web Access l | ?-'}y v El v 0 @ > Page v Safety » Tools féﬁ-v
{ W irrncnfd
WICTCSOIt: —|
8 Manage Add-ons 1N 5‘
i iew and manage your Internet Explorer add-ons
Add-on Types Mame | Publisher = | Status | File date Version [Loadtime [
Q % Microsoft Corporation
N @/ Toolbars and Extensions
Microsoft RDP Client Control (... Microsoft Corporation 6.1.7600....

- Search Providers

Microsoft Cor|
Microsoft Cor

Microsoft RDP Client Control (...

@Accelerators Windows Live Sign-in Helper

Browsing Protection Class F-Secure Cor

Adobe Systems, Incorporated

Show:

ICurrentIy loaded add-ons

l] Adobe PDF Link Helper
Microsoft RDP Client Control (redistributable) - version 7

Microsoft Corporation

6.1.7600.16722 Type:
,_‘l—— .Find m;!re tl:;dbars and extensions...
| LB MOFE about toolbars and extensions
6. Inthe Web Access window type mikrosim.online.stat.fi
in the Connect to field.
7. Click Connect and respond Connect to the prompt.

#5 InPrivate Filtering Columns
F-Secure Corporation Group By
Sort By
Browsing Protection Toolbar F-Secure Corl - copy

More Information

Adobe Systems, Incor...

Search for this add-on via default search provider

Enabled 12/22/2010 2:20...

5.0.818.6 0.00s

9/3/2012 3:19 PM
9/3/2012 3:19 PM

1.10.5756.0 0.01s
1.10.5756.0 0.04s

9.5.2.295 0.06s

Enabled

7/31/2012 12:43...

=

Activex Control

Enable
Close |


http://windows.microsoft.com/en-GB/windows-vista/Import-or-export-favorites-in-Internet-Explorer
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Enter the name of the remote computer that you want to connect to, specify options, and then click Connect.

Connection options #3 Etityspoytayhteys @

" = sosa e - - == - as
logon.online.stat.fi  Tutkjapahelun etakdyttdjarestelms iman SAS-ohjeimaa U WWW-sivusto yrittad kaynnistad etayhteyden. Taman
sas.online.stat.fi Tutkiapahelun etdkdyttdjdriestelms + SAS-ohjelmz 9/ etayhteyden julkaisijaa ei voida tunnistaa.

mikrosim.online.stat.fi Mikrosimulointi

Tama etatietokone voi vahingoittaa tietokonettasi, Al muodosta yhteytta, ellet tieds,

Connect to: 1 mikrosim.online.stat.fi ‘ mistd t&ma yhteys on peraisin, tai ellet ole kayttanyt sitd aiemmin,
——.
Remote desktop size: [ Fy v
i & (Ekadad J ( % Toimittaja: Tuntematon julkaisija
[(options >> | [ connect ] = Tyyppi: Etatyopoytayhteys
Etatietokone: mikrosim,online. stat.fi

Yhdyskaytavapalvelin: tk2,online.stat.fi

Salli etéyhteydelle seuraavien tietokoneessani olevien resurssien kayttéd;

Leikepoyta [¥] Tulostimet

Maihin asetuksiin tehtavat muutokset koskevat vain t&ta yhteytta,

vhaista | [ Peruuta | [ Tiedot << |
[S Web ..“Arn-x vs Internet Explore : : : u El

@\:‘,V ‘Q https://tk2.online. stat.fijts/en-LS Deskiops s V\' ﬂ ‘@ 2| X :’ & Search P~

»

| @875 Web Access 7 3-:\ r B Y d=h v Sivu~ Suojaus v Tydkalat v r:__v

Microsoft.

£ Etdtyspoytayhteys

@ WWW-sivusto yrittaa kaynnistaa etayhteyden. Taman
etayhteyden julkaisijaa ei voida tunnistaa.

Remote Desktop

RemoteApp Programs

Terminal Services Remote Desktop Web Connection

Enter the name of the remote computer that you want to connect to, specify options, and £
Tamé etatietokone voi vahingoittaa tietokonettasi. Al muodosta yhteytts, ellet tieds,
g A mistd k&ma yhteys on peraisin, tai ellet ole kayttanyt sit aiemmin.

Connection options LEE : s

Connect to: (mvkrosum.onhne.statﬁ | C % Toimittaja: Tuntematon julkaisija
Remote desktop size: | Full screen v ~ Tyvppi: Etatydpoytayhteys
Etatietokone: mikrosim,online. stat.fi
[ Options >> ] I Connect Yhdyskaytavapalvelin: tk2.online.stat,fi

Salii etayhteydelle seuraavien tietokoneessani olevien resurssien kaytto:

Leikepdyta Tulostimet

Maihin asetuksiin teht&vat muutokset koskevat vain tata yhteytta,

[ vhdists | [ Peruuta | [ Tiedot << |

8. Now you will actually log in to the remote workstation using your microsimulation User ID, for ex-
ample, online\meikalai-ms.
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RemoteApp Programs Remote Desktop

Terminal Services Remote Desktop Web Connection
Enter the name of the remote computer that you want to connect to, specify options, and then click Connect.

Connection options

logon.online.stat.fi  Tutkjapahelun etakdyttdjafesteima iman SAS-ohjelmaa

sas.online.stat.fi Tutkjapahvelun etakdyttojanesteimsd + SAS-ohjelma
mikrosim.online.stat.fi Mikrosimulointi

Connect to: Jmikrosim.on!ine.stat.ﬂ

Remote desktop size: l Full screen

Last updated 4 April 2014

Anna tunnistetiedot

Naiden tunnistetietojen avulla muodostetaan yhteys

RemoteApp Programs Remote Desktop

Terminal Services Remote Desktop Wejml
Enter the name of the remote computer that you want to col

Connection options

1, tk2.online. stat.fi (pas lveluj
2. mikrosim.online. stat.fi (etatietokone)

Kayttajanimi PR 2 (..
.
[ Muista salasana

Anna tunnistetiedot

Connect to: Imikrosim.online.stat.ﬁ

Remote desktop size: | Full screen

Maiden tunnistetietojen avulla muodostetaan yhteys

seuraaviin tietokoneisiin:
1. tk2.online, stat.fi {pastepalvelujen yhdyskaytavapalvelin)

[thions >> ] [ Connect | 2. mikrosim.online.stat.fi {etatietokone)

Kayttajanimis | € onlineimeikalai-ms M,|

Salasana: | ssesssssee l

[IMuista salasana

- ==

9. The remote desktop will open.

29(31)
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2.2 General working instructions

Directories and microsimulation model

The directory structure can be viewed by clicking the Computer icon on the desktop.
Every user has his/her own User folder (K:) and Admin (L:) and Forum (F:) fold-
ers that appear in the same manner to all users. The user has full rights to the Fo-
rum folder and his/her own User folder, and reading rights to the Admin folder. The
user does not see the User folders of other users. An up-to-date SISU model is always
located in the Admin folder. In order to take the model into use, every user must copy
the entire SISU folder into the root of their own User folder. Thus the model reads the
files of the SISU model from the user's User folder and, for example, all result files
are saved here. The size of the user-specific User folder is 20 GB.

The newest updates are always placed in the Admin folder, which the user can copy
into his/her own folder. The root of the Admin folder includes a change log file.

All users have full rights to the Forum folder. Thus the Forum folder can be used to
share files with other users.

The applications short cut (SISU.egp) can be found in the folder SISU\KAYTLIIT.
The short cut starts EG and automatically runs the control file of the model
(ALKUsimul.sas). The short cut can be copied onto the desktop. The model can also
be started by opening it directly from the icon on the EG desktop and by running the
control file manually. In every case, the model always requires that the control file is
run before starting the simulation when a new EG session starts.
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Software

The following software are available in the system:
e SASEGS51
e Adobe Acrobat Reader 9
e Open Office 3.4.1

NB: Statistics Finland does not offer support for the applications in use.
Finishing work
Log Off

When you finish your work for the day log off the system. Logging off releases the
system resources.

Select the Logoff icon on the desktop (or in the start menu).
Close the browser window where you see the log in page.
Disconnect

If you take a short break while working, the remote connection can be disconnected
without logging off. You can return to the same session by logging in again. The
connection is closed by closing the remote access window (or from the start menu by
selecting Shut Down and Disconnect). Disconnect leaves the session open which
means that the resources are not released (software licences and memory reserved for
the user). Thus, you must always remember to log off at the end of the day.

The remote desktop connection locks if it remains idle for ten minutes. The connec-
tion is closed if it remains idle for 30 minutes. The software are not shut down. By
opening the connection again, work can continue.



